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Introduction 
The NSE7_EFW-7.2 certification, titled Fortinet NSE 7 - Enterprise Firewall 7.2, represents an advanced-level 
validation of enterprise firewall deployment, configuration, and troubleshooting skills within Fortinet environments. 
It focuses on real-world operational competence, ensuring that candidates can manage complex security 
infrastructures where firewall technologies play a central role in protecting, segmenting, and enabling enterprise 
networks. 
 
 

About This Training / Certification 
This certification assesses advanced competencies in configuring, managing, and troubleshooting FortiGate 
devices in enterprise scenarios. It is positioned at an advanced level and assumes prior experience with firewall 
administration and network security fundamentals. Within a broader learning journey, it builds on foundational 
FortiGate knowledge and progresses toward specialized expertise in enterprise-scale deployments, emphasizing 
operational reliability, security enforcement, and problem resolution. 
 
 

What We Offer (AAAdemy) 
AAAdemy provides structured training resources designed to support certification preparation and skill 
development across a wide range of IT domains. Our learning materials are built around clear knowledge 
structures, practical study guidance, and exam-oriented practice to help learners progress with confidence. 

We offer well-organized knowledge explanations that break down complex topics into clear, understandable 
sections aligned with official exam objectives and real-world skill requirements. Each topic is designed to support 
both conceptual understanding and practical application. 

Our study plans and learning guidance help learners follow a logical progression, focusing on key concepts, 
common pitfalls, and effective preparation strategies. This approach enables learners to study efficiently while 
maintaining a clear view of their learning goals. 

To reinforce understanding, AAAdemy also provides practice questions and exam-focused insights that reflect 
typical certification scenarios. These resources are intended to help learners evaluate their readiness and 
strengthen their confidence before taking an exam. 

All content is designed for flexible, self-paced learning, allowing individuals to study independently or alongside 
their existing professional or academic commitments. 
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Knowledge Overview 
Area 1: System Configuration​
 This area focuses on the foundational setup and operational configuration of FortiGate devices. Candidates are 
expected to understand system settings, interface configurations, administrative access, and how baseline 
configurations influence overall device behavior and security posture. 

Area 2: Central Management​
 This domain covers centralized control and visibility across multiple devices. It includes understanding how 
management platforms are used to enforce consistency, apply policies at scale, and monitor distributed 
environments, as well as how centralized logging and orchestration support operational efficiency. 

Area 3: Security Profiles​
 This area addresses the inspection and protection capabilities applied to traffic. Candidates should understand 
how different security mechanisms—such as threat detection, content filtering, and application control—are 
logically structured and applied within firewall policies to enforce layered security. 

Area 4: Routing​
 Routing focuses on how traffic is directed within and across networks. Candidates are expected to understand 
both static and dynamic routing concepts, route selection behavior, and how routing decisions interact with 
firewall policies and network segmentation in enterprise environments. 

Area 5: VPN​
 This domain involves secure communication across untrusted networks. Candidates should understand the 
principles of virtual private network technologies, including site-to-site and remote access connectivity, 
encryption, authentication, and how VPN configurations integrate with overall network security design. 

 
 

Detailed Knowledge Explanation 

1. NSE7_EFW-7.2 System configuration 
System configuration serves as the foundational architecture for FortiGate firewalls, establishing the essential 
framework upon which all security services and network operations are built. A robust initial setup ensures that 
the device is not only accessible for management but also prepared for the high-performance demands of 
enterprise environments. By effectively integrating initialization, high availability, and performance optimization, 
administrators create a resilient infrastructure that can maintain operational continuity and management visibility 
even under strenuous conditions or hardware failures. 

1.1 Device Initialization 

The initialization phase is the primary stage in establishing a baseline operational state for the FortiGate device. 
This process involves the detailed configuration of interfaces, where each network port is assigned a specific IP 
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address and subnet mask to define its location within the network hierarchy. Management access is governed by 
the set allowaccess command, which enables protocols such as HTTPS for web-based control, SSH for 
command-line interaction, and SNMP for monitoring. Beyond basic addressing, the initialization phase 
incorporates Virtual Local Area Networks (VLANs) to logically segment traffic, configured by setting the interface 
type to vlan and assigning a specific VLAN ID. Essential system services are established through the config 
system dns and config system ntp command structures, ensuring accurate domain resolution and precise 
clock synchronization, which is critical for the validity of logs and encrypted tunnels. While the graphical user 
interface provides an accessible entry point, the Command-Line Interface is the superior tool for executing 
diagnostic utilities like show system interface and connectivity tests via the execute ping command. 

1.2 High Availability (HA) Configuration 

High Availability configuration is a strategic requirement for ensuring network uptime and preventing single points 
of failure. FortiGate firewalls utilize the FortiGate Cluster Protocol (FGCP) to maintain synchronization between 
multiple devices in a cluster. In an Active-Passive deployment, a primary device handles all traffic while a standby 
unit remains ready to take over operations immediately upon detection of a failure. Alternatively, an Active-Active 
mode allows both devices to share the processing load, which is highly beneficial for performance-intensive 
environments. The mechanics of this resilience rely on heartbeat detection, where dedicated interfaces exchange 
signals to monitor cluster health through the config system ha and set hbdev settings. Furthermore, 
session synchronization ensures that active connections remain uninterrupted during a failover, allowing 
high-bandwidth tasks to continue without disconnection. Administrators can verify the operational state of the 
cluster by executing the get system ha status command. 

1.3 Performance Optimization 

System efficiency in FortiGate firewalls is largely driven by specialized hardware acceleration components. 
Network Processors (NP) are designed to offload packet forwarding and VPN encryption from the main CPU, 
significantly increasing firewall throughput. Complementing this, Content Processors (CP) optimize Unified Threat 
Management functions, including Intrusion Prevention Systems and antivirus scanning, to ensure that deep 
security inspection does not become a bottleneck. To maintain these performance levels, administrators must 
utilize diagnostic tools to monitor system health. The diagnose sys top command is essential for identifying 
resource-heavy processes, while the diag debug flow utility allows architects to trace exactly how the system 
handles specific packets. General hardware acceleration status can be reviewed using the get hardware 
status command to ensure that offloading is functioning as intended. 

1.4 Virtual Domains (VDOMs) 

Virtual Domains provide the strategic utility of logical segmentation, allowing a single physical FortiGate to 
operate as multiple independent firewalls. This multi-tenancy capability is essential for managed service 
providers and large enterprises that require strict isolation between different business units. To enable this 
feature, the administrator must access the global configuration context and execute the set vdom-mode 
multi-vdom command. The system then distinguishes between the Root VDOM, where default system-level 
settings reside, and additional VDOMs created to manage independent routing tables and security policies. Once 
enabled, the config vdom command allows administrators to switch contexts and manage specific rules for 
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each logical entity. Each VDOM operates with its own administrative oversight and resource allocation, ensuring 
that traffic and management tasks remain entirely separate. 

1.5 Configuration Backup and Restore 

The ability to manage configuration backups is a critical component of disaster recovery and system auditing. 
FortiGate allows administrators to save the current system state to local flash memory using the execute 
backup config flash command or to remote storage locations such as FTP or TFTP servers. For security 
purposes, it is a mandatory best practice to encrypt these backup files, especially when they are stored on 
external or cloud-based systems. Restoring a configuration is a high-impact procedure that typically results in an 
immediate overwrite of the current settings and a subsequent system reboot. Maintaining a rigorous version 
history through these backups enables architects to track configuration changes over time and perform rapid 
rollbacks if a deployment leads to unforeseen operational issues. 

1.6 System Events and Logging 

Logging is the primary mechanism for forensic analysis, security monitoring, and identifying resource usage 
trends. FortiGate generates logs for system events, authentication records, and high availability status, which can 
be viewed locally via the execute log display command. For centralized management and long-term 
compliance, these logs are often forwarded to external syslog servers. Advanced configuration parameters under 
config log syslogd setting allow for the use of the set reliable enable parameter for TCP-based 
transmission and the set enc-algorithm parameter to secure log data with encryption. This centralized 
approach to logging is indispensable for maintaining oversight in complex environments with multiple devices and 
high traffic volumes. 

A robust system foundation ensures that the hardware is optimized and resilient, providing the necessary stability 
required before transitioning to the complexities of centralized multi-device management. 

1.7 System configuration Practice Question 

Q1: You are configuring a new FortiGate interface named "port2" to be used for management via HTTPS and 
SSH. Which CLI commands correctly accomplish this setup?​
 A. 

config system interface  

 edit "port2"  

   set ip 192.168.2.1/24  

   set allowaccess https ssh  

 next  

end 

B. 
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config system interface  

 edit "port2"  

   set ip 192.168.2.1/24  

   set access-type https ssh  

 next  

end 

C. 

config system settings  

 edit "port2"  

   set ip 192.168.2.1/24  

   set allowaccess https ssh  

 next  

end 

D. 

config system interface  

 edit "port2"  

   set ip 192.168.2.1/24  

   allow https ssh  

 next  

end 

Q2: What is the main purpose of configuring an NTP server on a FortiGate device?​
 A. To ensure consistent antivirus database updates​
 B. To synchronize system time for accurate logging and VPN functions​
 C. To filter unwanted network traffic​
 D. To configure DHCP leases 

Q3: Which command would you use to verify the current status of high availability (HA) on a FortiGate cluster?​
 A. get system ha status​
 B. show system ha​
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 C. diagnose sys ha status​
 D. execute show ha cluster 

Q4: Which statement accurately describes FortiGate's Active-Active HA mode?​
 A. Only one unit is active; the other remains in standby and takes over during failure​
 B. All units actively share traffic load for better performance​
 C. Only heartbeat traffic is exchanged between devices​
 D. It is only supported on virtual FortiGate appliances 

Q5: What is the function of the set hbdev command in the HA configuration?​
 A. It sets the HA mode to heartbeat-only​
 B. It defines the priority of the heartbeat signal​
 C. It specifies the interface(s) used for heartbeat communication between cluster units​
 D. It enables hardware bypass on the interface 

Q6: You are troubleshooting a packet drop issue on a FortiGate. Which set of CLI commands should you use to 
trace the flow of packets through the device?​
 A. execute ping​
 B. diagnose sys top​
 C. diag debug flow​
 D. get system performance status 

Q7: How does a Network Processor (NP) improve FortiGate performance?​
 A. By filtering spam emails at the application layer​
 B. By accelerating tasks such as packet forwarding and VPN encryption​
 C. By updating firmware faster​
 D. By improving memory cache for policy lookups 

Q8: What is the primary benefit of session synchronization in a high availability (HA) cluster?​
 A. Allows configuration changes without reboot​
 B. Ensures consistent interface settings​
 C. Maintains live sessions during failover events​
 D. Enables faster routing table convergence 

Q9: Which command allows you to view hardware acceleration status on a FortiGate using NP6 processors?​
 A. get system acceleration​
 B. diagnose npu np6 status​
 C. execute performance show np6​
 D. diag sys cpu status 

Q10: You want to assign VLAN ID 20 to port4 with IP 192.168.20.1/24. Which command set is correct?​
 A. 

config system vlan  

 edit "VLAN20"  
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   set interface "port4"  

   set vlanid 20  

   set ip 192.168.20.1/24  

 next  

end 

B. 

config system interface  

 edit "VLAN20"  

   set interface "port4"  

   set vlanid 20  

   set ip 192.168.20.1/24  

 next  

end 

C. 

config interface vlan  

 edit "VLAN20"  

   set port "port4"  

   set id 20  

   set ip 192.168.20.1/24  

 next  

end 

D. 

config vlan interface  

 edit "port4"  

   set vlanid 20  
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   set ip 192.168.20.1/24  

 next  

end 

 

 

2. NSE7_EFW-7.2 Central management 
Central management is a strategic necessity for organizations operating large-scale network environments where 
manual configuration of individual devices is no longer feasible. By consolidating security policies, device 
configurations, and log analysis into centralized platforms like FortiManager and FortiAnalyzer, organizations can 
significantly reduce operational overhead and eliminate configuration inconsistencies. This centralized oversight 
provides a single pane of glass for administrators, enhancing visibility across the entire security fabric and 
ensuring that security standards are enforced uniformly across all branch and data center locations. 

2.1 FortiManager Functions 

FortiManager acts as the primary orchestration tool for the Fortinet security fabric, offering a suite of functions 
designed to streamline the administration of multiple FortiGate devices. 

2.1.1 Device Management 

The device management process in FortiManager begins with the importation of existing FortiGate configurations 
through the Device Manager, allowing for seamless centralized control without the need to rebuild settings from 
scratch. Administrators categorize managed devices into Device Groups, which is particularly useful for applying 
consistent updates across similar locations, such as multiple branch offices. This grouping logic ensures that 
regional or functional units can be managed as single entities, simplifying the deployment of system-wide 
changes and ensuring consistency across the enterprise. 

2.1.2 Policy Management 

Policy management is handled through the creation of Policy Packages, which contain sets of security rules that 
can be deployed to one or more devices simultaneously from the Policy and Objects section. For large-scale 
changes that fall outside standard policy rules, FortiManager supports the execution of bulk scripts. These scripts 
allow administrators to perform wide-reaching configuration updates, such as using a script to set a unified NTP 
server across hundreds of devices, in a fraction of the time required for manual entry. 

2.1.3 Version Control 

To maintain environmental stability, FortiManager incorporates robust version control features, including the 
automatic creation of configuration snapshots whenever a change is made. These snapshots provide a detailed 
Revision History, allowing administrators to track the evolution of a device's configuration. In the event that a new 
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configuration causes a service disruption, the rollback mechanism allows for the immediate restoration of a 
previous, stable configuration version directly from the snapshot history. 

2.1.4 Local FortiGuard Server 

FortiManager can function as a local FortiGuard server to improve the efficiency of security updates across the 
network. By enabling the local FortiGuard server within the FortiManager settings, it caches antivirus signatures, 
intrusion prevention patterns, and web filtering databases. Managed devices are then configured to use the 
FortiManager IP as their update source rather than fetching updates from the cloud. This local caching 
significantly improves update speeds and reduces external bandwidth consumption, ensuring all devices are 
protected by the latest threat intelligence with minimal latency. 

2.2 FortiAnalyzer Functions 

FortiAnalyzer serves as the dedicated platform for log storage, forensic analysis, and security reporting. It collects 
a wide array of data from managed devices, including traffic logs for data flows, event logs for system changes, 
and user activity logs to track access patterns. This raw data is transformed into actionable intelligence through 
interactive dashboards that visualize trends in threats and network performance. Furthermore, FortiAnalyzer 
allows for the creation of customized report templates tailored to specific organizational needs, such as 
compliance audits. These reports can be scheduled for automated generation and distribution, ensuring that 
stakeholders receive regular insights into the network's security posture. 

2.3 Global Policy and Management 

Global policy configuration allows administrators to define a unified set of security rules that apply across the 
entire organization. This approach reduces configuration redundancy by ensuring that common requirements, 
such as blocking high-risk websites or enforcing SSL inspection, are applied consistently without individual 
device intervention. The integration of FortiManager for policy orchestration and FortiAnalyzer for visibility creates 
a cohesive workflow that provides comprehensive control over the network while maintaining a clear audit trail of 
all security events. 

2.4 Administrative Domains (ADOMs) 

Administrative Domains (ADOMs) are logical containers used to isolate configurations, policies, and logs for 
different business units or clients. This feature is essential for multi-tenant environments and managed service 
providers who must ensure that the management tasks for one customer do not interfere with another. ADOMs 
provide separate policy packages and object databases, and they support role-based access control to restrict 
administrative privileges. When integrated with FortiAnalyzer, ADOMs ensure that logging and reporting data 
remain strictly isolated. ADOMs must be enabled in the Global Settings before devices can be assigned to them 
individually. 

2.5 Policy Package Status Check 

FortiManager utilizes a color-coded system to indicate the synchronization status between a policy package and 
the configuration on a managed device. A green indicator signifies that the policy package is fully installed and 
matches the device's current state. A red indicator warns that changes have been made to the policy package in 
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FortiManager that have not yet been deployed, while an orange indicator suggests a partial mismatch. These 
mismatches are commonly caused by manual configuration changes performed directly on the FortiGate device, 
alerting administrators that a reinstallation is required to maintain consistency. 

2.6 FortiManager CLI Shortcuts and Commands 

The FortiManager command-line interface provides essential shortcuts for advanced troubleshooting and status 
verification. The get system status command is vital for viewing ADOM membership and overall 
synchronization status across the environment. Additionally, administrators can use the execute fgfm 
install-config command to force a policy installation when an automated push fails. Other critical CLI tasks 
include checking the lock status of an administrative domain to see if it is currently being modified by another 
user, which is a necessary step before performing bulk script executions. 

2.7 FortiAnalyzer Log Forwarding 

Log forwarding in FortiAnalyzer allows for the transmission of collected data to third-party SIEM platforms such 
as Splunk or QRadar. This capability is vital for organizations that require a centralized security operations center. 
Configuration options include defining the log format, setting retry intervals for reliable transmission, and applying 
filters to ensure that only specific types of data, such as critical security threats, are forwarded. This ensures 
redundancy in log storage and meets various regulatory compliance standards for data retention. 

By centralizing oversight through these management platforms, administrators can effectively enforce granular 
security profiles across the entire network with consistency and efficiency. 

2.8 Central management Practice Question 

Q1: What is the primary benefit of grouping multiple FortiGate devices into a Device Group in FortiManager?​
 A. To allow direct CLI access to all devices at once​
 B. To apply global ADOM settings​
 C. To share policy packages and perform centralized updates​
 D. To force devices to use the same hostname 

Q2: Which of the following best describes the function of a policy package in FortiManager?​
 A. A collection of user-specific configuration templates​
 B. A group of log files generated by FortiAnalyzer​
 C. A predefined list of scripts for device automation​
 D. A reusable set of firewall policies and objects deployed to one or more devices 

Q3: You need to apply a specific NTP server configuration to 50 FortiGate devices. What is the most efficient way 
to do this in FortiManager?​
 A. Manually access each device via CLI and configure NTP​
 B. Use FortiAnalyzer to push the configuration​
 C. Create a script and run it against all devices simultaneously​
 D. Modify the FortiGuard update settings 
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Q4: Which feature in FortiManager helps administrators track and revert configuration changes made to a 
FortiGate device?​
 A. Device Cloning​
 B. Real-time Logs​
 C. Revision History​
 D. Audit Trail Viewer 

Q5: What is the function of a local FortiGuard server configured on FortiManager?​
 A. It performs antivirus scanning for FortiGate devices​
 B. It replaces the need for FortiAnalyzer in logging​
 C. It accelerates signature updates by caching them locally​
 D. It encrypts policy packages during deployment 

Q6: Which FortiAnalyzer feature helps administrators visualize security events such as blocked traffic or unusual 
login attempts?​
 A. Device Manager​
 B. Report Template Generator​
 C. Dashboards​
 D. System Event Console 

Q7: What is the purpose of defining a global policy in FortiManager?​
 A. To isolate policies for unmanaged devices​
 B. To push reports to FortiAnalyzer​
 C. To ensure consistent security rules across multiple ADOMs or devices​
 D. To configure individual VPN tunnels 

Q8: An administrator creates a scheduled report in FortiAnalyzer. What is the expected result?​
 A. The report will be delivered via FortiManager's policy package​
 B. The report will appear in the FortiGate GUI​
 C. The report will be automatically generated and sent via email or stored at intervals​
 D. The report will require manual generation each time 

Q9: What happens when a policy package status icon in FortiManager shows red for a particular device?​
 A. The device is offline​
 B. There is a hardware issue on the device​
 C. The device has not been synchronized with the assigned policy package​
 D. The local FortiGuard service is disabled 

Q10: Which task would require both FortiManager and FortiAnalyzer working together?​
 A. Deploying firmware updates​
 B. Backing up local FortiGate logs​
 C. Centralized policy management with integrated logging and analysis​
 D. Managing administrator credentials 

Q11: In FortiManager, what is the correct sequence to create and apply a new policy package to a device group?​
 A. Create policy > Install firmware > Assign ADOM > Backup logs​
 B. Create policy package > Assign to device group > Install policy package​
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 C. Assign devices > Create CLI script > Push to all devices​
 D. Create backup > Set FortiAnalyzer > Create policy override 

Q12: What is an ADOM (Administrative Domain) used for in FortiManager?​
 A. To enable VPN tunnels between devices​
 B. To separate management of different device groups or customers​
 C. To restrict access to FortiAnalyzer logs​
 D. To install antivirus signatures locally 

 

 

3. NSE7_EFW-7.2 Security profiles 
Security Profiles are the core components of the Unified Threat Management framework, providing the deep 
inspection capabilities required to secure modern networks. These profiles act as specialized layers of defense 
that analyze traffic in real-time to identify and neutralize threats throughout various stages of the attack chain. By 
integrating these security layers into the firewall policy, an organization can transform a standard stateful firewall 
into a comprehensive security gateway capable of defending against complex malware, unauthorized 
applications, and sophisticated network-level exploits. 

3.1 Web Filtering 

Web filtering is a primary defense mechanism that controls user access to internet resources based on URL 
categorization provided by FortiGuard. Administrators use the config webfilter profile command to 
define rules that allow or block specific groups, such as social media or malicious sites. Because the majority of 
modern web traffic is encrypted, the use of SSL inspection is critical for the web filter to analyze payloads. In 
addition to category-based rules, the config webfilter urlfilter command is used to apply custom URL 
filters for specific domains that do not fit into standard categories, ensuring that unique organizational 
requirements are met. 

3.2 Intrusion Prevention System (IPS) 

The Intrusion Prevention System provides critical protection against network-based vulnerabilities by analyzing 
traffic for known exploit patterns. FortiGate uses an extensive library of predefined signatures to detect threats 
like SQL injections, but also allows for the creation of custom signatures via the config ips custom 
command to target specific behavioral patterns. Deep Packet Inspection (DPI) enhances this protection by 
moving beyond basic protocol analysis to scrutinize application-layer data, ensuring that malicious traffic is 
blocked even if it attempts to mimic legitimate communication. 

3.3 Application Control 

Application Control enables the identification and management of network traffic based on the specific application 
being used, such as Facebook or Dropbox, rather than just the port and protocol. This behavioral identification 
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allows administrators to block unauthorized applications that may pose security risks. Furthermore, this feature is 
used for bandwidth prioritization through Quality of Service (QoS) settings. By identifying business-critical 
applications like VoIP, the system can prioritize their traffic while lower-priority streaming traffic is restricted, 
ensuring consistent performance for essential services. 

3.4 Antivirus and DNS Filtering 

FortiGate combines real-time antivirus scanning with DNS-level filtering to provide a multi-layered defense. The 
antivirus engine performs real-time and static analysis of files in transit, and administrators can configure 
quarantine actions for suspicious files using the set quarantine-archive-bash command. DNS filtering 
complements this by blocking access to known malicious domains at the resolution stage using the config 
dnsfilter profile command. This effectively prevents connections to botnet command-and-control servers 
before a communication channel can even be established. 

3.5 Email Filtering 

Email filtering protects organizational communication by scanning traffic for spam, phishing attempts, and 
malicious attachments using FortiGuard Antispam services. This profile supports protocols such as SMTP, POP3, 
and IMAP, allowing administrators to use the config emailfilter profile command to define actions like 
discarding, tagging, or quarantining suspicious messages. This layer of defense is essential for preventing 
credential theft and the delivery of ransomware through deceptive email campaigns, often utilizing DNS-based 
and IP-based blocklists for enhanced accuracy. 

3.6 Data Loss Prevention (DLP) 

Data Loss Prevention sensors are designed to prevent the unauthorized transmission of sensitive information 
outside the network. These sensors use regular expressions and file fingerprinting to detect specific data types, 
such as credit card numbers or proprietary document patterns. Architects configure these sensors using the 
config dlp sensor command and then apply them to firewall policies to ensure that personal identification 
information is not leaked. This feature is critical for maintaining compliance with data protection regulations like 
GDPR or PCI-DSS. 

3.7 SSL Inspection – Modes and Configuration 

SSL inspection is the prerequisite for effective UTM analysis of encrypted traffic, available in two primary modes. 
Certificate inspection is a high-performance mode that only examines the SSL/TLS handshake to verify 
certificates. In contrast, Deep SSL Inspection involves full decryption and re-encryption, allowing for payload 
scanning. While deep inspection offers maximum visibility, it requires the deployment of a FortiGate CA certificate 
to endpoints to avoid browser warnings and may break applications using "certificate pinning." Best practices 
involve using the config firewall ssl-ssh-profile command to whitelist trusted banking or healthcare 
applications that must remain encrypted for privacy. 

The effective application of these security layers depends entirely on efficient routing to ensure that traffic 
reaches its intended targets through a secure and optimized path. 
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3.8 Security profiles Practice Question 

Q1: What is the main benefit of enabling SSL/SSH inspection in a Web Filter profile?​
 A. To increase the speed of encrypted traffic​
 B. To reduce the size of web logs​
 C. To inspect encrypted HTTPS traffic for threats​
 D. To prevent the use of SSL VPN tunnels 

Q2: You want to block access to websites categorized as "Gambling" and "Malicious Websites" using FortiGuard. 
What should you configure?​
 A. A DNS filter profile​
 B. An application control rule​
 C. A Web Filter profile with category-based filtering​
 D. A static route with deny policy 

Q3: Which command correctly blocks the domain "example.com" using a custom URL filter in the CLI?​
 A. 

config firewall address 

   edit "example.com" 

       set type fqdn 

       set fqdn "example.com" 

       set action block 

   next 

end 

B. 

config webfilter urlfilter 

   edit 1 

       set url "example.com" 

       set action block 

   next 

end 

C. 

config webfilter profile 
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   edit "default" 

       set block-url "example.com" 

   next 

end 

D. 

config dnsfilter profile 

   edit "dns-profile" 

       set action block 

       set url "example.com" 

   next 

end 

Q4: What is the purpose of Deep Packet Inspection (DPI) in the Intrusion Prevention System (IPS)?​
 A. To analyze only header-level traffic​
 B. To ensure VPN tunnels are encrypted​
 C. To detect malicious payloads within application-layer traffic​
 D. To inspect DNS requests only 

Q5: An administrator wants to create a custom IPS signature. Which configuration command is appropriate?​
 A. 

config ips custom 

   edit "malicious-pattern" 

       set signature "alert tcp any any -> any 80 (content:\"/malicious-pattern\"; msg:\"Blocked\")" 

   next 

end 

B. 

config firewall custom-policy 

   edit "IPS-1" 

       set pattern "malicious-pattern" 

   next 
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end 

C. 

config system signature 

   edit "attack-signature" 

       set action block 

   next 

end 

D. 

config log custom-filter 

   edit "IPS-Log" 

       set pattern "malicious-pattern" 

   next 

end 

Q6: Which of the following can Application Control detect and control?​
 A. Email content​
 B. DNS queries​
 C. Application-layer traffic such as Facebook or Dropbox​
 D. Only encrypted traffic 

Q7: What feature would you use to ensure VoIP traffic is prioritized over social media applications?​
 A. Web Filter with HTTPS inspection​
 B. DNS Filter with real-time scanning​
 C. Application Control with traffic shaping​
 D. IPS sensor with QoS marking 

Q8: What action does FortiGate take when a file matching a known virus signature is detected during Antivirus 
scanning?​
 A. Allows the file but logs the event​
 B. Sends the file to FortiAnalyzer for manual review​
 C. Quarantines or blocks the file based on policy settings​
 D. Encrypts the file and delivers it safely 

Q9: Which of the following best describes how DNS Filtering works on FortiGate?​
 A. It blocks domains based on web usage logs​
 B. It blocks IP addresses in incoming TCP traffic​
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 C. It prevents access to malicious domains before connections are established​
 D. It inspects encrypted emails for phishing links 

Q10: What should be deployed to user endpoints to support deep SSL inspection?​
 A. Static routing tables​
 B. FortiAnalyzer agent​
 C. CA certificate from FortiGate​
 D. Custom URL filters 

Q11: Which feature is missing from this configuration workflow:​
 Web Filtering → IPS → Application Control → Antivirus → [ ? ]​
 A. Static routing​
 B. DNS Filtering​
 C. Web Proxy​
 D. DHCP Relay 

Q12: Which of the following is TRUE about using FortiGuard categories in Web Filtering?​
 A. Administrators must manually update each website entry​
 B. FortiGate retrieves dynamic category updates from FortiGuard​
 C. Web filtering only works with custom URL lists​
 D. It is not compatible with deep SSL inspection 

 

 

4. NSE7_EFW-7.2 Routing 
Efficient routing is a strategic necessity in modern enterprise networks, serving as the logic that directs data 
packets through the most effective paths available. A mature routing architecture integrates traditional static and 
dynamic protocols with modern software-defined technologies to create a flexible fabric capable of adapting to 
changing network conditions. This integration ensures that whether traffic is destined for an internal server, a 
remote branch, or a cloud application, it is handled with the appropriate level of priority and redundancy to 
maintain business continuity. 

4.1 Static Routing 

Static routing is the most straightforward method of defining traffic paths, involving manual entry into the routing 
table. This includes default routes, typically configured as 0.0.0.0/0 pointing to an internet gateway, and 
destination-specific routes for internal subnets. To enhance performance, administrators implement Equal Cost 
Multi-Path (ECMP) routing by adding multiple static routes with the same destination but different gateways. This 
allows the system to load-balance traffic across multiple links simultaneously, providing immediate redundancy if 
one path becomes unavailable. 

4.2 Dynamic Routing 
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Dynamic routing protocols allow the FortiGate to automatically adjust to changes in the network topology. For 
internal management, the Open Shortest Path First (OSPF) protocol is used to optimize routing efficiency through 
areas and neighbor relationships. In complex environments, the Border Gateway Protocol (BGP) is employed to 
manage connectivity between autonomous systems, such as those using AS numbers 65001 and 65002 to 
connect multiple ISPs. Configuration involves establishing neighbor relationships and advertising specific 
networks to ensure that routing information is propagated correctly throughout the enterprise. 

4.3 SD-WAN 

Software-Defined Wide Area Networking represents a modern approach to link optimization by decoupling 
routing logic from physical interfaces. SD-WAN allows for the dynamic distribution of traffic across multiple WAN 
links based on real-time performance metrics like latency, jitter, and packet loss. By configuring 
performance-based load balancing and health-check rules, administrators ensure that critical applications are 
always routed through the highest-quality link. If a primary connection fails, SD-WAN automatically reroutes traffic 
to an alternative member interface, ensuring seamless application uptime. 

4.4 Policy-Based Routing (PBR) 

Policy-Based Routing (PBR) provides the ability to override the standard destination-based routing table using 
custom criteria. This allows for granular control where routing decisions are based on the source IP address, 
incoming interface, or specific application type. PBR is frequently utilized in dual-WAN environments to force 
high-priority traffic, such as VoIP, through a preferred ISP regardless of the general routing table. An example 
configuration would involve a rule forcing all traffic from a specific subnet entering one port to use a specific 
gateway on a different WAN interface. 

4.5 Route Lookup and Diagnostic Commands 

The command-line interface provides essential diagnostic tools for validating routing decisions. Administrators 
use the get router info routing-table all command to view the active kernel routing table and the 
execute traceroute command to identify the path packets take to a destination. Furthermore, dedicated 
commands like get router info ospf neighbor and get router info bgp summary are used to 
verify the status of dynamic routing peers. These tools are indispensable for identifying why a specific route was 
selected or why a neighbor relationship failed to form. 

4.6 Route Preference and Administrative Distance 

The selection of a path when multiple protocols provide routes to the same destination is governed by 
Administrative Distance (AD), where a lower value indicates a higher priority. Directly connected routes have an 
AD of 0, while static routes are assigned a value of 10. External BGP (eBGP) has an AD of 20, followed by OSPF 
at 110 and internal BGP (iBGP) at 200. This hierarchy ensures that if a route to the same destination exists in 
both OSPF and static configurations, the FortiGate will prefer the static route because its AD of 10 is lower than 
the OSPF value of 110. 

4.7 BGP Route Map 
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BGP route maps are advanced tools used to filter and modify routing updates to influence traffic engineering. By 
applying route maps to specific BGP neighbors, administrators can control which routes are advertised or 
accepted and modify attributes such as local preference or metrics. This capability is essential for managing how 
traffic enters and exits the network, allowing for the implementation of complex policies such as blocking private 
network advertisements or prioritizing one BGP peer over another for cost or performance reasons. 

Optimized routing facilitates the creation of secure, encrypted tunnels across disparate locations, ensuring that 
traffic is directed correctly into the Virtual Private Network architecture. 

4.8 Routing Practice Question 

Q1: What does the command set dst 0.0.0.0/0 in a static route configuration define?​
 A. A route to a specific host​
 B. A route to a subnet​
 C. A default route that matches all traffic​
 D. A loopback route for diagnostics 

Q2: An administrator has configured two static default routes with the same distance but different gateways. 
What will FortiGate do?​
 A. Use the route with the lower metric only​
 B. Load-balance traffic between both gateways (ECMP)​
 C. Use only the first route entered in the table​
 D. Reject both routes as duplicates 

Q3: Which command displays the full routing table, including static, dynamic, and connected routes?​
 A. diagnose route all​
 B. get system route​
 C. get router info routing-table all​
 D. show firewall policy 

Q4: What is the function of OSPF cost in interface configuration?​
 A. It determines the administrative distance of the route​
 B. It defines route priority between static and dynamic routes​
 C. It influences path selection by OSPF routing​
 D. It adjusts BGP neighbor preference 

Q5: You want to advertise the 192.168.10.0/24 network into OSPF. Which configuration is correct?​
 A. 

config router ospf 

   config network 

       edit 1 

           set area 0.0.0.0 
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           set prefix 192.168.10.0/24 

       next 

   end 

end 

B. 

config router static 

   edit 1 

       set dst 192.168.10.0/24 

       set ospf-advertise enable 

   next 

end 

C. 

config firewall policy 

   edit 1 

       set ospf-redistribute enable 

   next 

end 

D. 

config router interface 

   edit "port1" 

       set ospf-cost 10 

       set prefix 192.168.10.0/24 

   next 

end 

Q6: In BGP configuration, what is the role of the “AS number”?​
 A. It identifies a specific route filter policy​
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 B. It defines the metric for internal routes​
 C. It uniquely identifies an autonomous system​
 D. It sets the router ID used by BGP 

Q7: What is the expected result of this BGP configuration? 

config router bgp 

   set as 65001 

   config neighbor 

       edit "192.168.1.2" 

           set remote-as 65002 

       next 

   end 

   config network 

       edit 1 

           set prefix 10.0.0.0/24 

       next 

   end 

end 

 A. The FortiGate will reject all BGP advertisements​
 B. The FortiGate will form a BGP session with 192.168.1.2 and advertise 10.0.0.0/24​
 C. The FortiGate will forward all traffic to AS 65002 regardless of the prefix​
 D. The BGP configuration is incomplete because of a missing route-map 

Q8: What feature in SD-WAN allows FortiGate to switch traffic from one WAN link to another if latency or packet 
loss exceeds a threshold?​
 A. Link Aggregation​
 B. Static Routing Metric​
 C. Health Check​
 D. OSPF Area Redistribution 

Q9: What is the purpose of the following configuration? 

config router policy 

   edit 1 
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       set input-device "port1" 

       set src 192.168.1.0 255.255.255.0 

       set dst 0.0.0.0 0.0.0.0 

       set gateway 10.10.10.1 

       set output-device "wan2" 

   next 

end 

A. To enforce traffic from port1 to always use the WAN2 gateway​
 B. To configure a BGP routing policy​
 C. To route traffic to OSPF area 0​
 D. To create a redundant route for port1 

Q10: You want FortiGate to advertise only the 172.16.0.0/16 network and deny 10.0.0.0/8 from being shared via 
BGP. What should you configure?​
 A. Access-list with route-map​
 B. Static route with high distance​
 C. OSPF area filter​
 D. DNS filter profile 

Q11: What would happen if two default routes are configured with different distances?​
 A. The route with the higher distance is used​
 B. FortiGate uses ECMP to balance traffic​
 C. Only the route with the lower distance is installed in the routing table​
 D. Both routes are discarded due to mismatch 

Q12: In OSPF, what is the function of an area ID?​
 A. It identifies the interface OSPF cost​
 B. It defines the firewall zone for OSPF​
 C. It logically groups routers to limit LSA flooding and optimize routing​
 D. It marks networks for NAT traversal 

 

 

5. NSE7_EFW-7.2 VPN 
Virtual Private Networks (VPNs) are strategically vital for securing communications in a distributed enterprise, 
providing the necessary encryption to protect data as it traverses untrusted networks. Modern VPN architectures 
must be flexible enough to support permanent site-to-site links, dynamic branch-to-branch connectivity, and 
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secure remote access for a mobile workforce. By mastering technologies including IPsec, SSL, and ADVPN, 
security architects can build a resilient and scalable communication framework that meets the diverse 
connectivity requirements of the modern organization. 

5.1 IPsec VPN 

IPsec VPNs are the industry standard for securing site-to-site communications. These tunnels are established 
through a two-phase negotiation process where Phase 1 defines the secure management channel using the 
Internet Key Exchange (IKE) and Phase 2 establishes the security associations for data transmission. The use of 
IKEv2 is highly recommended due to its improved reliability and superior support for network address translation 
traversal. These tunnels provide a permanent, high-performance link that integrates seamlessly into the 
organization's broader routing architecture through the use of Phase 1 and Phase 2 selectors. 

5.2 SSL VPN 

SSL VPN technology provides secure remote access over the standard HTTPS protocol, operating in two primary 
modes. Web Mode provides browser-based access to specific intranet applications without requiring a client, 
while Tunnel Mode establishes a full network connection using the FortiClient software. To ensure secure access, 
SSL VPNs are integrated with corporate directory services like LDAP or RADIUS, allowing for centralized user 
authentication. Administrators configure these settings to ensure that remote employees can access only the 
resources defined by their specific user group and firewall policies. 

5.3 Auto-Discovery VPN (ADVPN) 

ADVPN simplifies the management of large-scale hub-and-spoke topologies by enabling the dynamic creation of 
direct tunnels between branch offices. In traditional VPNs, traffic between two branches must pass through a 
central hub, which introduces latency. ADVPN allows branch devices to automatically discover each other and 
establish direct "shortcut" tunnels on demand by enabling set auto-discovery-sender enable on the hub 
and set auto-discovery-receiver enable on the branches. This bypasses the central hub for data traffic 
while maintaining centralized management for control and policy orchestration. 

5.4 Route-Based VPN vs Policy-Based VPN 

The architecture of an IPsec VPN can be either route-based or policy-based, though route-based is the 
recommended modern standard. Route-based VPNs create a virtual interface for the tunnel, allowing routing 
decisions to be made via the standard routing table and enabling integration with OSPF, BGP, and SD-WAN. In 
contrast, policy-based VPNs are tied directly to a firewall policy using the action ipsec command and do not 
create a logical interface, making them far less flexible. Route-based deployments are preferred for enterprise 
environments because they allow for more complex traffic steering and simplified monitoring. 

5.5 IPsec VPN Diagnostics 

Effective management of IPsec VPNs requires the use of CLI diagnostic commands to verify tunnel status. 
Administrators use the get vpn ipsec tunnel summary command to display active Phase 1 status and the 
get vpn ipsec tunnel details command to verify Phase 2 security associations and byte counters. When 
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tunnels fail to establish, the diag debug application ike -1 command provides verbose output of the IKE 
negotiation process, allowing architects to identify mismatches in encryption algorithms, authentication keys, or 
Phase 2 selectors that may be preventing a successful connection. 

5.6 SSL VPN Split Tunneling 

Split tunneling is a configuration used in SSL VPNs to optimize gateway performance by only directing specific 
corporate traffic through the encrypted tunnel. All other traffic, such as general internet browsing, is routed 
through the user's local internet connection. This reduces the processing load on the FortiGate gateway and 
prevents unnecessary latency for the remote user. By ensuring that only traffic destined for internal subnets uses 
the VPN, organizations can maintain security for corporate data while maximizing the efficiency of their network 
resources and improving the end-user experience. 

5.7 SSL VPN Security Best Practices 

Hardening the SSL VPN gateway is a critical task for preventing unauthorized access. Key best practices include 
enforcing Two-Factor Authentication (2FA) through FortiToken and restricting access to internal resources using 
granular firewall policies. Additionally, administrators should disable legacy TLS versions, specifically 1.0 and 1.1, 
and enforce the use of strong ciphers to maintain the integrity of the encrypted connection. Other measures 
include blocking access to the user's local subnet to prevent VPN pivoting and ensuring that certificates are 
regularly rotated and issued by a trusted certificate authority. 

The mastery of these five domains—System, Management, Security, Routing, and VPN—constitutes the core 
expertise required for the NSE7 FortiGate Enterprise Firewall certification. 

5.8 VPN Practice Question 

Q1: What is the purpose of Phase 1 in an IPsec VPN configuration?​
 A. To define the traffic selectors between networks​
 B. To establish the VPN routing policy​
 C. To negotiate and establish a secure channel between peers​
 D. To assign IP addresses to remote users 

Q2: Which command enables IKEv2 for an IPsec VPN in FortiGate?​
 A. set ike-mode v2​
 B. set key-exchange ikev2​
 C. set ike-version 2​
 D. set phase1 ikev2 

Q3: What is a key advantage of IKEv2 over IKEv1?​
 A. It requires less CPU usage​
 B. It provides web-based access​
 C. It supports dynamic SSL certificates​
 D. It offers faster negotiation and better NAT traversal 



 
 
 
 
 
 

            
 

AAAdemy | https://www.aaademy.com 
Q4: In a route-based VPN, which component is created to allow traffic to flow through the IPsec tunnel?​
 A. Security proxy​
 B. IP pool object​
 C. Virtual interface (e.g., vpn-site1)​
 D. Static policy 

Q5: Which type of SSL VPN access provides a full tunnel allowing full network layer access?​
 A. Web Mode​
 B. Split Tunnel Mode​
 C. Portal-based access​
 D. Tunnel Mode 

Q6: Which of the following configuration steps is mandatory when setting up SSL VPN Tunnel Mode on 
FortiGate?​
 A. Enabling DNS proxy​
 B. Defining split tunneling ACLs​
 C. Assigning a tunnel IP pool​
 D. Enabling IGMP snooping 

Q7: What does the following command configure? 

config user ldap 

   edit "LDAP_Server" 

       set server "192.168.1.10" 

       set cnid "uid" 

       set dn "dc=example,dc=com" 

   next 

end 

 A. LDAP user for SSL VPN authentication​
 B. RADIUS server for SSL login​
 C. SSL certificate for IPsec authentication​
 D. Admin login credentials for FortiManager 

Q8: What is the benefit of using split tunneling in SSL VPN?​
 A. It routes all internet traffic through the corporate gateway​
 B. It prevents access to external DNS servers​
 C. It restricts client access to the local network​
 D. It allows selective routing of traffic through the VPN tunnel 

Q9: Which command is used to view current IPsec VPN tunnel status and phase 1 information?​
 A. get vpn ipsec status​
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 B. diagnose vpn ike gateway list​
 C. show vpn phase2​
 D. execute vpn tunnel list 

Q10: What is the main function of ADVPN in FortiGate?​
 A. To eliminate the need for SSL certificates​
 B. To create static tunnels between all sites​
 C. To allow dynamic tunnels between branch locations in a hub-and-spoke topology​
 D. To automatically configure SSL VPN portals for remote users 

Q11: What is required on the FortiGate hub device to enable ADVPN functionality?​
 A. Enable DLP engine on IPsec profile​
 B. Configure set net-device enable and add-route enable in Phase 1​
 C. Assign a DHCP pool to IPsec interface​
 D. Set SSL-VPN realm and portal 

Q12: What is the primary difference between Policy-based and Route-based IPsec VPNs?​
 A. Policy-based requires certificates; route-based uses PSK​
 B. Policy-based supports dynamic IP assignment; route-based does not​
 C. Policy-based VPNs define traffic in firewall policies; route-based VPNs use interfaces and routing​
 D. Policy-based VPNs are used only for SSL VPNs 

 

 
 
 

Learning Path & Study Advice 
Preparation should begin with a solid understanding of core networking and FortiGate fundamentals, including 
traffic flow, policy behavior, and interface configuration. From there, candidates should progressively explore 
each domain in the blueprint, focusing on how configurations behave in real scenarios rather than isolated 
features. Emphasis should be placed on understanding interactions between routing, security profiles, VPNs, and 
centralized management. Practical reasoning, troubleshooting methodology, and the ability to interpret system 
behavior are critical for mastering this certification. 
 
 

Who This PDF Is For 
This document is intended for network security engineers, firewall administrators, and IT professionals 
responsible for managing enterprise firewall infrastructures. It is most suitable for individuals with prior hands-on 
experience in network security and Fortinet technologies who are advancing toward specialized, enterprise-level 
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operational roles. It is also useful for learners seeking a structured, neutral overview of the certification’s 
knowledge scope aligned with the official blueprint. 
 
 

Call To Action 
This document provides an overview of structured learning and certification preparation approaches. For learners 
seeking clear knowledge organization, guided study planning, and exam-focused practice resources, AAAdemy 
offers a comprehensive platform to support independent and effective learning. 

Explore additional training materials, study guidance, and practice resources at: 

https://www.aaademy.com/NSE-7-Network-Security-Architect/NSE7_EFW-7.2.html 

Online Flashcards (Quizlet)： 
 
https://quizlet.com/user/AAAdemy/folders/nse7_efw-72-fortinet-enterprise-firewall-72-flashcards?i=6zfa5t&x=1xqt 
 
 
 
 
 
 
Attachment : Answers by Knowledge Point 

System configuration Practice Question​
 A1: Answer: A​
 Explanation: The correct CLI structure to configure an interface with HTTPS and SSH access is shown in option 
A using set allowaccess https ssh under config system interface. 

A2: Answer: B​
 Explanation: NTP (Network Time Protocol) ensures the FortiGate system time is accurate, which is crucial for 
VPN operations, log timestamps, and debugging. 

A3: Answer: C​
 Explanation: The diagnose sys ha status command is used to display real-time information about HA 
status, including the current primary, cluster members, and synchronization status. 

A4: Answer: B​
 Explanation: In Active-Active mode, multiple FortiGate units process traffic simultaneously, providing load 
balancing and redundancy. 

A5: Answer: C​
 Explanation: set hbdev specifies which interface(s) will be used to transmit heartbeat signals in a FortiGate HA 
cluster, ensuring synchronization and health monitoring. 
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A6: Answer: C​
 Explanation: The diag debug flow series of commands are used to trace the packet path and determine 
where and why packets are dropped or misrouted. 

A7: Answer: B​
 Explanation: The Network Processor offloads tasks like packet forwarding and encryption from the CPU, 
improving overall throughput and VPN performance. 

A8: Answer: C​
 Explanation: Session synchronization allows the standby FortiGate to resume active sessions without 
interruption in the event of a failover, maintaining service continuity. 

A9: Answer: B​
 Explanation: The correct command to view NP6 hardware acceleration status is diagnose npu np6 status. 

A10: Answer: B​
 Explanation: VLAN interfaces are configured under config system interface using set vlanid and set 
interface to bind it to a physical port. 

Central management Practice Question​
 A1: Answer: C​
 Explanation: Device Groups in FortiManager simplify management by allowing administrators to apply policy 
packages and configuration updates to multiple devices simultaneously. 

A2: Answer: D​
 Explanation: A policy package is a set of firewall rules, addresses, services, and other objects that can be 
created once and reused across multiple devices or ADOMs. 

A3: Answer: C​
 Explanation: FortiManager supports running CLI scripts across multiple devices, making it the most efficient 
method for pushing common configurations like NTP settings. 

A4: Answer: C​
 Explanation: FortiManager keeps a Revision History of all configuration changes, allowing administrators to 
review or roll back to previous versions if necessary. 

A5: Answer: C​
 Explanation: A local FortiGuard server improves efficiency by caching antivirus, IPS, and web filtering signatures 
locally instead of downloading them from the cloud repeatedly. 

A6: Answer: C​
 Explanation: Dashboards in FortiAnalyzer provide graphical representations and real-time data insights into 
network traffic, threat events, and system health. 

A7: Answer: C​
 Explanation: Global policies enforce consistent security rules across multiple devices, reducing redundancy and 
human error in large environments. 
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A8: Answer: C​
 Explanation: FortiAnalyzer allows reports to be scheduled for automatic generation and delivery, commonly via 
email or file storage. 

A9: Answer: C​
 Explanation: A red status icon indicates that the device’s current configuration does not match the FortiManager 
policy package and needs installation or synchronization. 

A10: Answer: C​
 Explanation: FortiManager handles device and policy management, while FortiAnalyzer provides centralized 
logging and analytics. Together they enable full visibility and control. 

A11: Answer: B​
 Explanation: The proper workflow is to first create a policy package, then assign it to the desired device group, 
and finally install it to apply the changes. 

A12: Answer: B​
 Explanation: ADOMs allow administrators to manage different customers or departments separately within the 
same FortiManager instance. 

Security profiles Practice Question​
 A1: Answer: C​
 Explanation: SSL/SSH inspection allows FortiGate to decrypt and analyze HTTPS traffic, which is otherwise 
invisible to standard filtering mechanisms. 

A2: Answer: C​
 Explanation: Category-based filtering under a Web Filter profile allows blocking access to specific FortiGuard 
categories like Gambling or Malicious Websites. 

A3: Answer: B​
 Explanation: Option B uses the correct CLI syntax to create a custom URL filter to block a specific domain. 

A4: Answer: C​
 Explanation: DPI enables inspection of application-layer data, allowing detection of hidden threats such as 
exploits and malware signatures. 

A5: Answer: A​
 Explanation: The correct method for creating a custom IPS signature is under config ips custom using a 
standard signature syntax. 

A6: Answer: C​
 Explanation: Application Control identifies and manages traffic generated by specific applications, such as social 
media, file-sharing, or streaming apps. 

A7: Answer: C​
 Explanation: Application Control can be combined with shaping policies to prioritize critical applications like VoIP 
and deprioritize non-essential apps like social media. 
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A8: Answer: C​
 Explanation: FortiGate Antivirus scanning will block or quarantine malicious files based on the profile’s 
configuration. 

A9: Answer: C​
 Explanation: DNS Filtering blocks access to known malicious or prohibited domains during DNS resolution, 
stopping the connection before it occurs. 

A10: Answer: C​
 Explanation: Deep SSL inspection requires the FortiGate's CA certificate to be installed on endpoint devices so 
they can trust the decrypted SSL traffic. 

A11: Answer: B​
 Explanation: DNS Filtering is a key Security Profile that complements Antivirus by blocking malicious domains 
before files or malware are even downloaded. 

A12: Answer: B​
 Explanation: FortiGate uses FortiGuard's dynamic cloud-based categorization to classify and control access to 
websites. 

Routing Practice Question​
 A1: Answer: C​
 Explanation: The destination 0.0.0.0/0 defines the default route, which matches all traffic not explicitly routed 
elsewhere. 

A2: Answer: B​
 Explanation: FortiGate supports ECMP (Equal Cost Multi-Path) and will load-balance traffic across multiple 
routes with the same destination and distance. 

A3: Answer: C​
 Explanation: get router info routing-table all is the correct command to view the entire routing 
table, including all route types. 

A4: Answer: C​
 Explanation: OSPF uses interface cost to determine the best path; lower cost routes are preferred. 

A5: Answer: A​
 Explanation: To advertise a network in OSPF, you must define it under the config network section with the 
correct prefix and area assignment. 

A6: Answer: C​
 Explanation: AS numbers (Autonomous System Numbers) are unique identifiers for BGP domains and are 
essential for building neighbor relationships. 

A7: Answer: B​
 Explanation: This BGP configuration establishes a neighbor relationship and advertises the specified network 
prefix to the peer AS. 
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A8: Answer: C​
 Explanation: Health Check in SD-WAN continuously monitors WAN link performance and enables failover or 
rerouting based on thresholds. 

A9: Answer: A​
 Explanation: This is a Policy-Based Routing (PBR) rule that forces traffic from a specific source subnet to use a 
defined gateway and interface. 

A10: Answer: A​
 Explanation: BGP route advertisement can be controlled using access-lists and route-maps to filter specific 
prefixes. 

A11: Answer: C​
 Explanation: FortiGate installs the route with the lower administrative distance; only one default route is used in 
this case. 

A12: Answer: C​
 Explanation: OSPF area IDs define logical areas to limit the scope of link-state advertisements and enhance 
scalability. 

VPN Practice Question​
 A1: Answer: C​
 Explanation: Phase 1 establishes a secure IKE tunnel between two peers, negotiating encryption, authentication, 
and key exchange methods. 

A2: Answer: C​
 Explanation: set ike-version 2 is the correct CLI command to enable IKEv2 for Phase 1 of an IPsec VPN. 

A3: Answer: D​
 Explanation: IKEv2 is more efficient than IKEv1, supporting faster reconnection, improved reliability, and NAT 
traversal. 

A4: Answer: C​
 Explanation: Route-based VPNs create a virtual IPsec interface that is used in routing and firewall policies to 
direct traffic through the tunnel. 

A5: Answer: D​
 Explanation: Tunnel Mode in SSL VPN establishes a full-layer tunnel that allows access to internal networks, 
unlike Web Mode which is restricted to specific resources. 

A6: Answer: C​
 Explanation: You must define an IP pool for SSL VPN Tunnel Mode so that connecting clients receive virtual IP 
addresses. 

A7: Answer: A​
 Explanation: This defines an LDAP server used to authenticate users accessing SSL VPN portals or tunnels. 
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A8: Answer: D​
 Explanation: Split tunneling lets administrators route only specific traffic through the VPN, while allowing all other 
traffic to go directly through the user’s local network. 

A9: Answer: B​
 Explanation: diagnose vpn ike gateway list displays current Phase 1 status and SA (Security 
Association) information for IPsec tunnels. 

A10: Answer: C​
 Explanation: ADVPN allows branch offices (spokes) to dynamically establish direct tunnels between each other, 
improving latency and reducing hub load. 

A11: Answer: B​
 Explanation: ADVPN requires the hub’s Phase 1 interface to have net-device and add-route enabled for 
dynamic tunnel discovery and routing. 

A12: Answer: C​
 Explanation: Policy-based VPNs match traffic in firewall policies without creating tunnel interfaces, while 
route-based VPNs use virtual interfaces and routing tables. 
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